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Installation PfSense

1- Prérequis

Cette procédure décrit les étapes de
configuration et de gestion de pfSense (sur une
machine virtuelle), une solution de pare-feu et
de routeur open-source, afin de sécuriser et
optimiser les communications réseau au sein de
l'infrastructure.

2- Installation :

Helcome to pfSense

. Boot Hulti user [Enter]
. Boot Single user

. Escape to loader prompt
. Reboot

. Cons: Serial

Options:
6. Kernel: defaultfkernel (1 of 1)
7. Boot Options

Autoboot in B seconds. [Spacel to pause
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Installation PfSense

La navigation se fait avec les fléches, espace
sélectionner, et entrée pour accep

pfSense Installer
{Copyright and distribution notice}
Copyright and Trademark Hotices.

Copyright 2884-2816. Electric Sheep Fencing., LLC (“ESF™).
All Rights Reserved.

Copyright 2814-2823. Rubicon Communications, LLC d/b/a Hetgate
("Netgate™).
All Rights Reserved. pfiense Installer

All logos, text, and co
HTHL code, designs, and
protected under United
laws and treaties, and
express written permiss

Helcome
Helcome to pfSense!

“OFS m g ist

Hgtggzie aéj Eazeﬁéi Eg Install Install pfSense

permissinn of ESF and/o Rescue Shell Launch a shell for rescue operations
Recover config.=ml Recover config.xml from a previous install

<Cancel>

pour

Dans notre cas VM nous allons formater le

disque :

pfSense Installer

Partitioning
How would you like to partition your disk?

Auto (Z2F5) uided Root-on-ZFS

Auto (UF5) Guided UFS Disk Setup
Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand

{CancelZX

To use ZF5 with less than 8GB BAM, see https:/fwiki.freebsd.org/ZF5TuningGuide
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pfSense Installer

Installation PfSense

Configure Option

ZF5 Configuration
s:

>>> Install

Pool Type/Disks:
Rescan Devices
Disk Info

Pool Hame

Force 4K Sectors?
Encrypt Disks?
Partition Scheme
Swap Size

Mirror Suwap?

b= e i = I - |

: pféensb Insihller

stripe: 8 disks

*
*
pfSense
YES

HOD

GPT (BIOS)
1g
HO
Al

Proceed with Installation

ZFS Configuration
Select Virtual Dewvice type:

mirror
raidlf
raidz1
raidz2?
raidz3d

Mirror - n-Hay Hirroring

RAID 1+8 - n x 2-Hay Mirrors
RAID-Z21 - Single Redundant RAID
RAID-22 - Double Redundant RAID
RAID-Z23 - Triple Redundant RAID

<Cancel>

[1+ Disks] Strip
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Installation PfSense

pfSense Installe

ZFS Configuration

Are you sure you vant to

the current contents of the following disks:

< HODL >
TAB or ENTER]——————————o

< UFS D)

————————— [Press arrous,

pfSense Installer

—————————————— Checksum Verificationp——————————
base.txz [ In Progress 1

Verifying checksums of selected distributions.

—0Overall Progress
[ i 4

Sur une VM avant de reboot il faut enlever le disque cd

Fichier Machine Ecran Entrée

pfSense Installer

Périphériques  Aide

© Lecteurs optiques

M Audio

& Réseau

# uss

I Dossiers partagés

s} Presse-papier partagé

B Glisser-Déposer

¢ Insérer I'image CD des Additions invité...

o

P2 Choose/Create a Disk Image...

P2 Choose a Disk File...

v pfSense-CE-2.7.2-RELEASE-amdB4.iso
debian-12.6.0-amd&d-netinst.iso
Windows.iso
ubuntu-24.04-desktop-amdbd.iso
SERVER_EVAL xG4FRE_fr-fr.iso

© Remove Disk From Virtual Drive

Remove Disk From Virtual Drivd
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Installation PfSense

Puis le reboot :

{Complete |
Installation of pfSense complete!
Hould you like to reboot into the
installed system now?

[Reboot] [ hell 1

ecrire exit :

hen finished. type ‘exit' to reboot.
i exit]]

Puis un redémarrage et la machine pfsense est
préte

Fichier Machine Ecran Entrée Périphériques Aide
dl?nF:'. ¥ Configuration... Host+5
Initia
Start il B Prendre un instantané... Host+T
|l oadin
lpdati
Warnin B8 Gestionnaire de fichiers...

ﬂ Information de session... Host+ N

| Afficher le journal...

Hetwor

” Fause

Valid
att <) Redémarrage

enf ¥ Exdinction par ACPI
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